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ABSTRACT

The demands of Unmanned Aerial Vehicles (UAVs) are growing very rapidly with the era of the 4th industrial
revolution. As the technology of the UAV improved with the development of artificial intelligence and semiconductor
technology, it began to be used in various civilian fields such as hobbies, bridge inspections, etc from being used for
special purposes such as military use. MAVLink (Macro Air Vehicle Link), which started as an open source project, is the
most widely used communication protocol between UAV and ground control station. However, MAVLink does not include
any security features such as encryption/decryption mechanism, so it is vulnerable to various security threats. Therefore, in
this study, the block cipher is implemented in UAV to ensure confidentiality, and the results of the encryption and
decryption performance evaluation in the UAV according to various implementation methods are analyzed. In addition, we
proposed the security requirements in accordance with Common Criteria, which is an international recognized ISO standard.
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Fig. 1. Structure of SEED (a) F-Function (b)
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Table 1. Different key sizes of LEA

Table 2. Different key sizes of AES

Key Block Number of Key Block Number of
Size(bits) size(bytes) Rounds Size(bits) size(words) Rounds
128 16 24 128 4 10
192 16 28 192 4 12
256 16 32 256 4 14
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Fig. 3. Round Structure of LEA (19)
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Table 3. Different key sizes of ARIA

Key Size(bits) Number of Rounds
128 12
192 14
256 16
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Table 4. Implementation Methods for Block
Cipher

Id. Algorithm Optimization
AES_S32 AES Speed
AES S8 AES Memory

ARIA_S32 ARTA Speed
ARIA_S8 ARIA Memory
SEED_S32 SEED Speed
LEA_S32 LEA Speed
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Fig. 6. Results of program memory size (bytes)
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